
Short Squeeze in DeFi Lending Market: 
Decentralization in Jeopardy?

The 3rd Workshop on Decentralized Finance (DeFi) 
Lioba Heimbach, Eric Schertenleib and Roger Wattenhofer

ETH Zurich – Distributed Computing – www.disco.ethz.ch



DeFi lending

lending pool



DeFi lending

lending pool



DeFi lending



DeFi lending



DeFi lending

earns interest as liquidity provider



DeFi lending



DeFi lending



DeFi lending

borrow against collateral



DeFi lending

co
lla

te
ra

l

de
bt



DeFi lending

co
lla

te
ra

l

de
bt

haircut



DeFi lending

co
lla

te
ra

l

de
bt



DeFi lending

co
lla

te
ra

l

de
bt



DeFi lending

co
lla

te
ra

l

de
bt



DeFi lending

co
lla

te
ra

l

de
bt



30 Nov 20

11 Oct 22

19 Oct 22

25 Oct 22

13 Nov 22

27 Nov 22



30 Nov 20

11 Oct 22

19 Oct 22

25 Oct 22

13 Nov 22

27 Nov 22

AAVE V2 launch



30 Nov 20

11 Oct 22

19 Oct 22

25 Oct 22

13 Nov 22

27 Nov 22

Mango 
markets attack



Avi Eisenberg 
tweets

30 Nov 20

11 Oct 22

19 Oct 22

25 Oct 22

13 Nov 22

27 Nov 22



30 Nov 20

11 Oct 22

19 Oct 22

25 Oct 22

13 Nov 22

27 Nov 22

AAVE DAO 
votes

freeze some 
markets

adjust risk 
parameters

pause 
borrow in 
markets



30 Nov 20

11 Oct 22

19 Oct 22

25 Oct 22

13 Nov 22

27 Nov 22

Avi Eisenberg 
starts attack



Avi Eisenberg’s attack  



Avi Eisenberg’s attack  

1. deposit USDC collateral



Avi Eisenberg’s attack  

1. deposit USDC collateral
2. borrow all possible CRV (can 

borrow 85% of USDC value)



1. deposit USDC collateral
2. borrow all possible CRV (can 

borrow 85% of USDC value)
3. sell CRV on DEXes and CEXes

(CRV price drops 
reduction in debt to 
collateral ratio)

Avi Eisenberg’s attack  



1. deposit USDC collateral
2. borrow all possible CRV (can 

borrow 85% of USDC value)
3. sell CRV on DEXes and CEXes

(CRV price drops 
reduction in debt to 
collateral ratio)

Avi Eisenberg’s attack  



CRV price 



CRV price and volume on OKX



Avi Eisenberg’s position



Bad debt on Aave



30 Nov 20

11 Oct 22

19 Oct 22

25 Oct 22

13 Nov 22

27 Nov 22

AAVE DAO 
votes

freeze 
many 

markets

cover CRV 
bad debt
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